DigkalOperatives
PAINT User Guide S

Version: Wireshark 1.6.5-PAINT-Beta

Table of Contents

WRAL IS PAINT? ottt s s ssesssssssss s s st sssssnssnssnens 2
HOW £0 USE ..ottt ssss st s st 3
HOW T8 WOTKS ot sssssessesss st sss s sssssssssssssssssss s sssssnssnssnesns 3

Notes About Processing 802.11 TraffiC ...c.cerenemeenseeneeseeseesseeseessesssesseessessssssessssssssssssees 3
0000 D1 U () 3 13T 4
00000 ir= ot Al £ 5

Page 1 of 5



What is PAINT?

PAINT is a tool that works with the popular open-source tool Wireshark by
identifying the originating and the consuming executable processes for each TCP/IP
network packet. PAINT was a DARPA-sponsored Cyber Fast Track (CFT) project and
stands for Process Attribution In Network Traffic.

PAINT works with Wireshark 1.6.5. Newer versions of Wireshark are not yet
compatible.

PAINT is provided for free by Digital Operatives for personal and academic use only.
All commercial customers must contact Digital Operatives for a license. PAINT
comes with no support and no warranty.
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Filter: Expression... Clear Apply
No. ~ Time PID  Process Name Source Destination Protocol Length Info
1 0.000000 1546 mirc.exe 192.168.1.2 212.204.214.114 IRC 96 Request B
2 0.125852 1546 mirc.exe 212.204.214.114 192.168.1.2 TCP 66 6667 > amt-blc-port [ACK] Seqg=l
3 0.137361 1546 mirc.exe 212.204.214.114 192.168.1.2 IRC 112 Response
4 0.137413 1546 mirc.exe 192.168.1.2 212.204.214.114 TCP 66 amt-blc-port > 6667 [ACK] Seq=:
5 0.235960 8762 svchost.exe 192.168.1.2 192.168.1.1 DNS 84 standard query PTR 2.1.168.192.
6 0.236116 8762 svchost.exe 192.168.1.2 192.168.1.1 DNS 88 standard query PTR 114.214.204.
7 0.270252 8762 svchost.exe 192.168.1.1 192.168.1.2 DNS 84 standard query response
8 0.294105 8762 svchost.exe 192.168.1.1 192.168.1.2 DNS 123 standard query response PTR Ste
9 0.985963 8762 svchost.exe 192.168.1.2 192.168.1.1 DNS 81 standard query A sterling.freer
10 0.988328 8762 svchost.exe 192.168.1.1 192.168.1.2 DNS 97 standard query response A 212.:
11 1.735567 8762 svchost.exe 192.168.1.2 192.168.1.1 DNS 84 standard query PTR 1.1.168.192.
12 1.737982 8762 svchost.exe 192.168.1.1 192.168.1.2 DNS 110 standard query response PTR VO)
13 2.485441 8762 svchost.exe 192.168.1.2 192.168.1.1 DNS 72 standard query A voyager.home
14 2.487702 8762 svchost.exe 192.168.1.1 192.168.1.2 DNS 88 standard query response A 192.1
15 3.343603 1546 mirc.exe 71.10.179.129 192.168.1.2 TCP 93 14232 > as-debug [PSH, ACK] Sec
16 3.343657 1546 mirc.exe 192.168.1.2 71.10.179.129 TCP 66 as-debug > 14232 [ACK] Seq=1 Ac
17 3.542328 1546 mirc.exe 192.168.1.2 71.10.179.129 TCP 90 as-debug > 14232 [PSH, ACK] Sec
18 3.563622 1546 mirc.exe 212.204.214.114 192.168.1.2 IRC 157 Response
19 3.563675 1546 mirc.exe 192.168.1.2 212.204.214.114 TCP 66 amt-blc-port > 6667 [ACK] Seq=:
20 3.835582 1546 mirc.exe 71.10.179.129 192.168.1.2 TCP 66 14232 > as-debug [ACK] Seq=28 !
3.985200 notsobenign. exe 192.168.1.2 1.1 Standard query PTR 129.179.10.
22 4.246622 8762 svchost.exe 192.168.1.1 192.168.1.2 DNS 138 standard query response PTR 71- _
nn 4 cccava 477 nAn 1en nan 40 1co 1~ —rn 1N0 1197 + winbuonce Fren acel coan

< m ] »

# Frame 21: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)

Ethernet II, Src: 3com_96:7b:da (00:04:76:96:7b:da), Dst: Askeycom_19:27:15 (00:16:e3:19:27:15)
# Internet Protocol Version 4, Src: 192.168.1.2 (192.168.1.2), Dst: 192.168.1.1 (192.168.1.1)

@ User Datagram Protocol, Src Port: net-steward (2128), Dst Port: domain (53)

@ Domain Name System (query)

0000 00 16 e3 19 27 15 00 04 76 96 7b da 08 00 45 00 ....'... v.{...E. -
0010 00 48 00 00 40 00 40 11 b7 51 cO a8 01 02 cO a8 JH..@.@ .Q......

0020 01 01 08 50 00 35 00 34 83 99 31 24 01 00 00 01 ...P.5.4 ..18.... _
0030 00 00 00 00 00 00 03 31 32 39 03 31 37 39 02 31 ....... 1 29.179.1 F

0040 30 02 37 31 07 69 6e 2d 61 64 64 72 04 61 72 70 0.71.1in- addr.arp
a

O] File: "C:\ ... | Packets: 2263 Displayed: 2263 Marked: 0 Load time: 0:00.044 Profile: Default

Figure 1: Screen capture of PAINT with Wireshark (Fictitious Traffic and
Attribution)
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How to Use

1. PAINT currently runs on Windows 7, 32 and 64 bits.

2. Run wireshark-win32-1.6.5-PAINTmods-Beta.exe to install. Install as you
would install a standard Wireshark installation.

3. Run PAINT-Beta.exe to install PAINT.

4. Run Wireshark as an Administrator.

5. When capturing 802.11 traffic, set “Link-layer header type” to “Force802.11”
in Capture Options.

How It Works

PAINT replaces the dumpcap.exe executable that comes with the standard
Wireshark installation with our own. The updated new dumpcap.exe captures Event
Tracing for Windows (ETW) events provided by Windows to capture TCPIP and
NDIS (Network Driver Interface Specification) layer events to ultimately trace each
TCPIP packet to the originating and target executable. The PAINT version of
Wireshark no longer uses the winpcap driver to capture network packets.

When the network traffic capture is complete, PAINT creates a .process file in
addition to the usual .pcap file. This file will be named the same as the pcap file with
the additional extension of .process. When the PAINT version of Wireshark loads a
pcap file, it will also look for a .process file of the same name. PID and Process Name
information will be loaded if the .process file is found. This process is transparent to
the end user. However, if you move or copy the pcap file, you must do the same
with the equivalent .process file or Wireshark PAINT will not be able to
retrieve the process information.

The PAINT version of Wireshark 1.6.5 was modified to include two additional
columns: PID and Process Name.

Notes About Processing 802.11 Traffic

Because the NDIS layers works at a lower level than the winpcap driver, it cannot
determine whether a network packet is an 802.3 packet or an 802.11 packet.
Therefore it is necessary to specify the link-layer by setting “Link-layer header type”
to “Force802.11” in Capture Options. It is 802.3 by default. See Figure 2.
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[l Wireshark: Capture Options EM

Capture

Interface: Local E Event Tracing for Windows NDIS-PacketCapture: ETW-NDIS-PacketCapture E
IP address: 127.00.1

Link-layer header type: |Force802.11 Processing 802.11 Captures EI Wireless Settings

V| Capt kets i i d
apture packets in promiscuous mode T
[ Capture packets in pcap-ng format

[ Limit each packet to [65535 2 bytes HriEEE g 7] megabyte(s)
Capture Filter: E Compile BPF
Capture File(s) Display Options

File: Update list of packets in real time

[7] Use multiple files
Automatic scrolling in live capture

Next file every 1 megabyte(s)

Next file every 1 minute(s) Hide capture info dialog

Ring buffer with 2 = files

=1 - Name Resolution

Stop capture after 1 - file(s)
Stop Capture ... Enable MAC name resolution
[C] .. after 1 -| packet(s) [] Enable network name resolution
[] ... after 1 = |megabyte(s)
[ ... after 1 Naze: Enable transport name resolution

Start ] [ Cancel

Figure 2: New PAINT version of Wireshark Capture Option: Force802.11

Limitations

PAINT was a research project and is currently in Beta stage. It may contain usability,
feature, and performance limitations compared to polished open-source and
commercial-of-the-shelf software products.

Some of these limitations are:

* PAINT/dumpcap does not support capture filters. Capture filters are built-in
to libpcap and PAINT/dumpcap does not use libpcap.

* Filters in Wireshark, both capture and display, filter by packet content. The
process information introduced in PAINT is additional meta information
about the packets captured and does not alter the packet content. Therefore,
packets are not filterable by the PID or the process name.
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* While we are able to retrieve process path, it doesn’t fit in the traffic window
well. Therefore we omitted the process path from display. If it’s desired, it is
not difficult to modify PAINT/dumpcap to send the full process path and
introduce another column in Wireshark for display.

* PAINT version of Wireshark will process about 100 packets per second on a
moderate modern box.

Contact Us

We would love to hear from you on how useful PAINT has been to your research and
mission, or how it might be improved. Please get in touch with us at
contact@digitaloperatives.com

Also visit our website at www.digitaloperatives.com for future product and research
announcements and our blog for latest news: http://digitaloperatives.blogspot.com
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